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Email Gateway Security System (Operates as email front-end email gateway)
Real-time Inbound and Outbound scanning, inspection, filtering and protection
based on Automation, Artificial Intelligence (AT) and Machine Learning (ML)
models.

Detection and Prevention should include signature-based, heuristic-based, and
behavioral-based techniques

Inspection, mitigation and response based on threat intelligence and data analytics
Protection against zero-day threats

Advanced Threat Protection (ATP): Protection against the latest advanced threats
and targeted attacks

Detection of malicious senders, domains, URLs, files, IP addresses, ...etc. based on
reputation.

Business Email Compromise Protection

The Email Gateway system should provide full visibility, message tracking and
control over email traffic

Spam and Phishing Detection Algorithms: Use Artificial Intelligence (Al) and -
Machine Learning (ML) models to identify and filter out unsolicited and phishing
emails, including spear-phishing and whaling attacks

Blacklist/Whitelist: Maintain dynamic blacklists and whitelists of known spam
sources and trusted senders.

Email Authentication: Verify that emails are sent from authorized servers.
Domain-based Message Authentication, Reporting, and Conformance (DMARC):
Ensure emails are properly authenticated using Sender Policy Framework (SPF)
and DomainKeys Identified Mail (DKIM)
Anti-s oofln and im ] ersonation rotectitm.

- Virus Scannmg Real-time virus scannmg engmes to detect, prevent and block
malicious and suspicious emails and attachments (Including: Malwares; Viruses,
Worms, Trojan Horses, Bots, Spyware, Adware, Phishing, Spam, Scam ...etc) and
disinfects attachments.

Real-time Inbound and Outbound scanning, inspection, filtering and protection
URL Protection: Protection from malicious URLs (including inspection of
hyperlinks inside email content).

Should include full URL filtering to be aware of all URL Categories (such as spam,
malware, phishing, Pornography ... URL categories).

Sandboxing: Implement sandbox env1r0nments to execute and analyze suspicious
attachments in isolation.

Advanced Threat Protection (ATP): Protection against the latest advanced threats
and targeted attacks.

Content Disarm

Protection from sophisticated spoof

Behavioral Analysis: Use behavioral analysis to detect and block ransomware /
payloads. ; e~
File Type Restrictions: Block or quarantine emails with attachments of susplclous

file types (e.g., .exe, .5cr1, .Zip). RERE
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"~ Active Directory Ingration: Single - (SS0O)
__ SIEM Integ ation

protectior.

Event Logging: Log all email-related events, including send/receive activities,
threat detections, and user actions.

Log Retention: Retain logs for a specified period to meet compliance reqmrements
Real-Time Dashboards: Provide real-time dashboards for monitoring email security
metrics. :

Custom Reports: Allow users to generate custom reports based on specific crltena

_ (e.g., threat

' egatory Compliance: Ensure adherence to international standards and

Keyword/Phrase Detection: Scan emails for sensitive keywords or phrases (e.g.,
Social Security numbers, credit card numbers).

Regex Patterns: Use regular expressions to identify patterns indicative of sensitive
data.

File Type Analysis: Scan attachments for sensitive data within files (e.g., PDFs,
Word documents).

Ability to scan and analyze MIME, images, pdf and office files inside email body
and/or attachments (including macros, active contents, ... etc.)

Data Exfiltration Prevention:

Attachment Size Limits: Set limits on the size of attachments to prevent large data
transfers.

Data Encryption: Require encryption for emails containing sensitive data.
Quarantine and Review: Automatically quarantine emails that violate DLP policies
for manual review.

Transport Layer Security (TLS): Encrypt email communications in transit using
TLS.

S/MIME: Support Secure/l\dulhpurpose Internet Mail Extensions for end-to-end
encryption of emails.

Support scaling to handle increased email traffic as the organization grows.
High Throughput: Ensure the system can handle high volumes of emails without
delays.

Low Latency: Minimize latency in threat detection and response to ensure real-time

user activity).

Web-Based Console: Provide a web- based management console for administrators
to manage email protection settings.

Role-Based Access Control (RBAC): Implement RBAC to restrict access to
sensitive configuration settings.

Phishing Trends: Stay informed about emerging phishing trends and adjust
protection strategies accordingly.

Advanced Threats: Prepare for advanced threats such as Al-generated phlshm_
emails and deepfake attacks.

regulations.
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Audit Trails: Maintain detailed logs of email activities for audit purposes.

=  Multi-Factor Authentication (MFA): Require MFA for admin account access.

= Supports [Pv4 and [Pv6 addresses.

» High ratings in information security testing from well-known independent
institutions specialized in information security products testing like NSS Labs and
Gartner. Must attach related reports and/or certificates.

= Provide comprehensive technical support contracts.

= Feature Updates: Keep the system updated with the latest features and threat -
intelligence.

» License and Support: Full license for all security and protection features to protect
500 email addresses (as email gateway only) for 3 years.
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