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1. Endpoint Security With Endpoint Detection & Response (EDR)

Centralized management console {(On Premise and in the Cloud)

Graphical reporting

Active Directory & Syslog Integration

Discover Devices

Standalone (unmanaged) endpoint Included

Windows and Linux management console installation

3 Years License and Support

Protect Windows, Linux, Mac and Android (Traditional an VMs) Systems.

File and file-less attacks protection

Real-time protection against all types of threats includes (but not limited to)rz
Anti-Malware

Anti-virus

Anti-spam

Anti-Spyware

Anti-worm

Anti-Phishing

Advanced Threat Protection

Protection against Script-based and PowerShell attacks

Protection against targeted attacks

e o m s e b < e
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Web Security

Auto-Scan & Auto-Clean

Vulnerability Assessment

Exploit Prevention

Patch management and fix Vulnerabilities

Email threat protection for endpoint

Web threat protection for endpoint

Endpoint Firewall (Host Based)

Inbound and outbound content filtering

Ransomware Protection

Signature-based detection

Host Isolation

Remediation Engine Included

Data Encryption

Intrusion Prevention System (IPS) & Intrusion Detection System (IDS)

Malicious Traffic Detection

Force scan for removable devices

Defuse malicious network activity

Anomaiy detection based on creating a baseline of normal behavior

Automatic disinfect malicious files

‘Remote dpomt pphcato oymt :

Support third-party software installation

Web Control

Application Control

Device Control
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SIEM integration

Schedule Task (Scan, Update & installation)

Whitelist/Blacklist Capability ( Hash/ File Name/ File Path/ Application)

Full EDR

Advance Threats Protection (ATP)

Behavior based threat detection

Advance Detection

Machine Learning (ML) and Artificial Intelligence (AI) detection

Threat Intelligence

Heuristics Technology

Quick and automatic response to detected threats by isolating the infected host, prevention
execution of malicious files, quarantine files and/or any other response actions.

Zero Day Protection

- Sandboxing File Analysis

Indicators of Compromise (IoC) Scan

Management includes monitoring, logging, reporting and alerting.

License and Support: should be for 400 devices for 3 years

2. Email Gateway Security System

Email Gateway Security SystemOrates as email front-end email pateway server) will be
deployed on the perimeter network (DMZ)

Deployment: On-premise Virtual Machine on VMware environment

Real-time Inbound and Outbound scanning, inspection, filtering and protection
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Prevention, detection and response for email-based threats including: Malwares; Viruses,
Worms, Trojan Horses, Bots, Spyware, Adware, Phishing, Spam, Scam .. .etc.

Inspection of senders, protocols and content

Detection and Prevention should include signature-based, heuristic-based, and behavioral-
based techniques

Inspection, mitigation and response based on threat intelligence and data analytics

Secure Message Delivery (TLS)

Protection from malicious attachments and malicious URLs (including inspection of
hyperlinks inside email content) and disinfects attachments

Should include full URL filtering to be aware of all URL Categories (such as spam, malware,
phishing, Pornography ... URL categories).

Protection against ransomware

Protection against zero-day threats

Sandboxing technique

Anti-spoof protection

Protection against impersonation

Protection against business email compromise

Advanced Threat Protection (ATP): Against latest advanced threats and targeted attacks

Senders and domains reputation analysis

Ability to integrate with third-party spam blacklists

Ability to scan and analyze MIME images, pdf and office files inside email body and/or
attachments (including macros, active contents, ... etc.)

Content filtering

Connection filtering

Authentication and recipient verification

SMTP Authentication Support via LDAP or RADIUS servers

Email checking should include: Sender IP address, sender domain, sender address, SPF,
DKIM, DMARC and geographical details

Ability to build customized graylists for IPv4, IPv6 addresses and email addresses

Ability to create customized blacklists and whitelists




53 il gae -l sl

Analysis of email content and structure should be done based on the digital signature,
keywords in context, image analysis, behavior analysis

Email Gateway system should provide full visibility, message tracking and control over email
traffic .

Ability to manage mail queue

Virtual Machine Storage supported: 1TB

Virtual Machine memory supported: 4GB

Protected email domains and sub-domains: 20

Number of incoming and outgoing policies: 50 for each domain

Supports IPv4 and IPv6

SNMP support and syslog support

Management includes monitoring, logging, reporting and alerting.

License and Support: should be for 400 accounts (as email gateway) for 3 years
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